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ABSTRACT: Biometric system is one of the most reliable and very popular technique now a days and Fingerprint 

authentication is one of the most reliable and robust biometric technique due to its characteristics. A cryptosystem is 

an implementation of cryptographic techniques and their accompanying infrastructure to provide information 

security services. A cryptosystem is also referred to as a cipher system. Fingerprint characteristics has major and 

significant role in person authentications. In this thesis work, A fingerprint authentication scheme consists of many 

stages: image enhancement, binarization, segmentation, ridge thining , minutia extraction. During this authentication 

we use Gaussian filter for better results. The hybrid security create by using combined biometrics and cryptography, 

e.g. fingerprint and cryptography scheme. A combination of  many biometric features with crypto key is to give 

approach to enhance the authenticity and reduce the false accept rate (FAR) and false reject rate (FRR)  of the 

fingerprint .For any new user of a biometric system, the combination of crypto biometric systems will overcome the 

accuracy and vulnerability limitations. A fingerprint authentication with template this is irreversible against almost 

all types of trials. In cryptography technique, all techniques are very strong and give the best security. We want to 

secure to our original data from unauthorized person and unauthorized system , for this we use cryptography scheme 

like Diffie Hellman Key exchange algorithm. Biometric techniques can be used for a large number of applications 

like, biometrics can help make secure operations, secure transactions and everyday life both safer and more 

convenient. You can check anywhere in companies, universities etc the biometrics provide applicable identity 

solutions. The applications of cryptography include E-commerce, all types of chip-based payment cards, digital 

currencies, generate password and any secure communication. Cryptography system and Fingerprint authentication 

have been identified as two of the most important aspects of a security environment.In this paper two strong 

technique is merging and give the better and safe results  In this research work we use a 3-tire security system, it 

means we check a fingerprint for authentication, using Gaussian filter based technique because it gives the less FAR 

and less FRR ,with the authorized fingerprint  and after all authentication there will be generate a security key or 

secure message for a particular work. If input fingerprint is matched as of authorized   person but DBA’s fingerprint 

is not matched then system says “You are a Unauthorized person, please try again”. If both fingerprint is matched 

then is provides the all secure password or cryptography keys or secure message for concerned works. This is 

developed by MATLAB (Matrix Laboratory). The proposed algorithm is tested on FVC2004 databases and 

compared to all participators in FVC2004. 

 
 

1. INTRODUCTION: BIOMETRIC CRYPTOSYSTEM 
Biometrics means refers to two different fields of study and application. Biometrics is a most used methods of 

recognizing a person based on a physical or behavioral characteristic. Among the features measured are; face, 

fingerprints, geometry, handwriting, iris, retinal, vein and voice etc. The purpose of this , we want to high level of 

security  and transaction fraud decrease.  Biometric-cryptosystem based solutions are able to provide for confidential 

and financial transactions and personal data privacy [16]. 

Cryptography is the most reliable practice and study of hiding information. Cryptography refers almost 

exclusively to encryption, the process of converting original message, i.e. plain text, into cipher text. Decryption is 

the reverse process , convert from cipher text to plaintext.  The operation on a plain text and cipher text is controlled 

by the algorithm and a key. Keys are important as ciphers without variable keys are easily breakable and therefore 

less than useful for most purposes in this paper we use a fingerprint as a security key.This idea of cryptography and 

fingerprint has been introduced as part of a privacy and secure enhancing technology with respect to personal data 

protection, personal secure communication, reliability and robustness against user input and a needed secure system. 

However it is an vulnerable to attacks, e.g. cracking, and tracking of information sources but he/she face next secure 

channel, cryptography. 

https://en.wikipedia.org/wiki/Credit_card_chip
https://en.wikipedia.org/wiki/Digital_currencies
https://en.wikipedia.org/wiki/Digital_currencies
https://en.wikipedia.org/wiki/Digital_currencies
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There are the various methods that can be pass out to secure a key with a biometric technique. Firstly it 

involves key storage and template matching. In this method, we use here, firstly a fingerprint image is captured by 

using device and compared with a template. If the user is authentic, then we again check the authenticity by using 

the key exchange algorithm like Diffie Hellman Key Exchange algorithm, after that the secrete message is released  

 

2. IDENTIFICATION AND VERIFICATION PROCEDURES 
2.1 False Rejection Rate (FRR) : The FRR is the frequency that an authorized person is rejected access. This is 

also called False non-match Rate (FNMR). It measures the percent of valid inputs being rejected [7, 18]. 

 

 

FRR(n) =  

 
number of all rejected verification checks up for a qualified or like authorized 

person n   

 

number of all verification checks up for a qualified or like authorized person n 

 

2.2 False Acceptance Rate (FAR): The FAR is the frequency that a non-authorized person is accepted as 

authorized.  Because a false acceptance can often lead to damages, FAR is generally a security relevant measure. 

This is also called False Match Rate (FMR). It measures the percent of invalid matches[7, 18]. 

FAR (n)=  

 

number of all successful independent fraud checks up against a people 

 

      number of all independent fraud checks up against a people 

2.3 Equal Error Rate (EER): The common value of the FAR and FRR when the FAR equals the FRR. This is the 

value where both the FAR and FRR are kept as low as possible at the same time. A low EER value indicates a high 

accuracy of the system [7, 18].  

 

3. BIOMETRIC TECHNIQUES 

Currently, there are many different techniques available to identify/verify a person based on biometrics.  

3.1 Physical characteristics: The following are examples of biometric techniques based on physical 

characteristics:  

3.1.1 Fingerprint authentication: The fingerprint matching, either for the one-to-one verification case or one -to-

many identification case, is straightforward and easy. The system captures a high-resolution image of the 

fingerprint, typically using a charge-coupled device (CCD) camera. Not with standing its association with "criminal" 

applications, clients generally accept the Fingerprint biometric. 

3.1.2 Recognition of hand   3.1.3 Face recognition  3.1.4 Face geometry  

3.1.5 Vein pattern recognition  3.1.6 Retina recognition  3.1.7 Iris recognition 

3.2 Behavioral characteristics: The following are examples of biometric techniques based on behavioral 

characteristics: 

3.2.1 Voice recognition   3.2.2 Signature recognition 3.2.3 Keystrokes dynamics  

Some other Physical and Behavioral Biometrics techniques , we discussed here, as follows: 

Nail identification, DNA patterns, Sweat pore analysis, Ear recognition, Odor detection, Walking recognition, 

Gait etc.  
 

 

4. COMPARISON OF VARIOUS BIOMETRIC TECHNOLOGIES 
It is possible to understand if a human characteristic can be used for biometrics in terms of the following Parameters 

[8, 24]: 
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Table 1.1: Comparison between Biometrics Technologies [24] 

 
 

(i) Uniqueness is how well the biometric separates individually from another. 

(ii) Permanence measures ho well a biometric resists aging. 

(iii) Collectability eases of acquisition for measurement. 

(iv) Performance accuracy, speed, and robustness of technology used. 

(v) Acceptability degree of approval of the technology. 

(vi) Circumvention eases of use of a substitute. 

 

5. FINGERPRINT AUTHENTICATION 
A fingerprint is the feature patterns of a finger. It is believed with strong evidences that each fingerprint is always 

unique of each person. The Scientific basis behind friction ridge analysis is the fact that friction ridges are persistent 

and unique. Even identical twins do not have the same fingerprints. [16]. 

Fingerprint recognition or fingerprint authentication refers to the automated method of verifying a match between 

two human fingerprints. Fingerprints are the corrugations formed on the surface of the fingers and thumbs.  

 

 
 User ID      1:1 Match 

1:m Match 

Fig 1.1 : Verification vs. Identification [20] 

 

6. ALGORITHM USED 

Minutia-based algorithm 

Minutia-based algorithm compare several minutia points (ridge ending, bifurcation, and short ridge) extracted from 

the original image stored in a template with those extracted from a candidate fingerprint. For each minutia point, a 

vector is stored into the template in the form:  

mi = (w, type, xi, yi, θi) ………………….  (1.1) 

Where  mi is the minutia vector  

Biometrics Universality Uniqueness Permanence Collectability Performance Acceptability Circumvention 

Face High Low Medium High Low High Low 

Fingerprint Medium High High Medium High Medium High 

Hand geom. Medium Medium Medium High Medium Medium Medium 

Hand vein Medium Medium Medium Medium Medium Medium High 

Iris High High High Medium Medium Medium High 

Retinal High High Medium Low High Low  High 

Signature Low Low Low High Low Low Low 

Voice  Medium Low Low Medium Low High Low 

Thermo-gram High High Low High Medium High High 

Ear Medium Medium High Medium Medium High Medium 

Gait Medium Low Low High Low  High Medium 

Keystroke Low Low Low Medium Low Medium Medium 

Odor High High High Low Low Medium Low 

Palm print Medium High High Medium High Medium Medium 

Facial-thermo High High Low  High Medium High Low 

 
Sensor 

Minutia 

Extractor Minutiae 

Matcher 

User 

System 

database 

User’s 

Magnetic 

Card 

System Database 
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type is the type of feature (ridge ending, bifurcation, short ridge) ,xi is the x-coordinate of the location  

yi is the y-coordinate of the location , θi is the angle of orientation of the minutia  

w is a weight based on the quality of the image at that location  

It is important to note that an actual image of the print is not stored as a template under this scheme. Before the 

matching process begins, the candidate image must be aligned with the template coordinates and rotation.  

                          (a)  (b) 

        

 

 
Fig 1.2: Minutia-based representation: (a) ending ridges (b) bifurcation ridges [17] 

 

7. BIOMETRIC SYSTEM DESIGN 
To implement a minutia extraction, a three-stage approach is used by researchers. They are preprocessing, minutia 

extraction and post processing stage see Fig 1.3.  

 

 

   

 

 

 

 

 

↓ 

 

 

    
                    Fig 1.3: Minutia Based Extractor [16] 

 

 

 

8. FINGERPRINT IMAGE PREPROCESSING 
8.1 FINGERPRINT IMAGE ENHANCEMENT: Histogram Equalization: Histogram equalization is to expand 

the pixel value distribution of an image so as to increase the perceptional information. The  histogram after the 

histogram equalization occupies all the range from 0 to 255 and the visualization effect is enhanced  

The probability density function of a pixel intensity level rk is given by  

   Pr (hk) = Nk / N                    ……………………………..(1.2) 
Where: 0<=h

k
<=1   and k= 0, 1 ….255 

   Nk   is  the  number  of  pixels at intensity level and  N  is  the total number of  pixels. 

Gaussian Filter: Gaussian filter remove the noise and extra details from the original image. This filter attenuates 

the variation of light intensity in the neighborhood of a pixel.  

 

 
 Image Based Enhancement 

 Image Based Binarization 

 Image Based Segmentation 

 

 Ridge Thinning 

 Minutiae Based Marking 

 

 Remove False Minutiae 
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Preprocessing 
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Post-processing 
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Fig 1.4: Fingerprint enhancement by Gaussian filter, Enhanced image (right), Original image (left)[11] 

 

It smoothens the overall shape of the image. The enhanced image after Gaussian filter has the improvements to 

connect some falsely broken points on ridges and to remove some spurious connections between ridges. The shown 

image at the left side of Fig 1.9 is also processed with histogram equalization after the Gaussian filter transform.  

 

8.2 FINGERPRINT IMAGE BINARIZATION 

Binarization is a method of transforming grayscale image pixels into either black or white pixels by selecting a 

threshold. Fingerprint Image binarization is to transform the 8-bit Gray fingerprint image to a 1-bit image with 0-

value for ridges and 1-value for furrows. After the operation, ridges in the fingerprint are highlighted with black 

color while furrows are white.       

8.3 FINGERPRINT IMAGE SEGMENTATION 
To separate foreground and background block wise variance threshold is used. In general, only a Region of Interest 

(ROI) is useful to be recognized for each fingerprint image. To extract the ROI, a two-step method is used. The first 

step is block direction estimation and direction variety check, while the second is intrigued from some 

Morphological methods. 

8.4 ROI  

The bound is the subtraction of the closed area from the opened area. Then the algorithm throws away those 

leftmost, rightmost, uppermost and bottommost blocks out of the bound so as to get the tightly bounded region just 

containing the bound and inner area. 

                                 
Fig 1.5: the extracted ridge (left side) and the thinned ridge (right side) [7, 10] 

 

8.5 FINGERPRINT RIDGE THINNING 

Ridge Thinning is to eliminate the redundant pixels of ridges till the ridges are just one pixel wide. This is done 

using morphological process. Pruning and ridge filling operation on the thinned image remove false minutiae.  

8.6  MINUTIA MARKING 

The most commonly employed method of minutiae extraction is the intersection number (IN) concept. This method 

involves the use of the skeleton image where the ridge flow pattern is eight-connected. These minutiae are extracted 

by scanning the local neighborhood of each ridge pixel in the image using a 33 window [7, 9]. 

A pixel M with its eight neighboring point (Y1,….., Y8)are defined as well. The order of neighbors is assigned in a 

clockwise direction beginning from the upper left-hand corner. X (n) represents the value of pixel Yn. If Yn is a 

white pixel, then its value of X(n) will be 0. In addition, X(n) will be 1 if the pixel is black .The pixel N is 

determined as a ridge ending if it achieves the following condition [7,8]. 

   IN=Σh=1… 8[X (h+1)- X (h)] =2,  …………………..   (1.3)    

Where R (9) =R (1) 
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(a)                                        (b)                                       (c)  

Fig 1.6(a): A 33 window ,(b) Bifurcation, (c) Termination 

The pixel M is determined as a Bifurcation, the condition will be as follows 

IN=Σk=1… 8[X (k+1) – X (k)] =6  …………………. (1.4) 

In general, for each 3x3 window, if the central pixel is 1 and has exactly 3 one-value neighbors, then the central 

pixel is a ridge branch.  If the central pixel is 1 and has only 1 one-value neighbor, then the central pixel is a ridge 

ending, see Fig 1.13(b) &(c). 

8.7 FALSE MINUTIA REMOVAL 

The preprocessing stage does not totally heal the fingerprint image. For example, false ridge breaks due to 

insufficient amount of ink and ridge cross-connections due to over inking are not totally eliminated. These false 

minutias will significantly affect the accuracy of matching if they are simply regarded as genuine minutia.  

9.  MATCH SCORE: MINUTIA MATCH 

First we take the query fingerprint image. Then Take the core point is located at the center of the feature map. After 

then locations of minutiae are mapped to corresponding sectors. Among the region of a sector, if one or more points 

are ridge endings or bifurcations, the value of the sector is added to denote number and kind of minutiae. 

With the help of two equations find out the match score. 
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 ………………  (1.5)  

where Qij is the i
th
 sector of j

th
 ring region in a query images, Tij is the corresponding sector in template 

images,Sk(y)means that x is rotated clockwise with k sector ,k=0,1,2,…..15. 

TH is the threshold and the range of ring is 1<b1<b2, b2<b3<b4 and b4<N .         

matching score= N [ ∑ i=1,2…N
 
exp (Di) ]-1

  …………………. (1.6) 

The matching score can be computed according the formula [7]. 





jN

i

ijijj TQD
1

2)(

   …………………. (1.7)                       

Where Dj is the Euclidean distance between the two corresponding ring. 

 

10.  METHODOLOGY: BIOMETRIC CRYPTOSYSTEM 
After the fingerprint authentication system as per  algorithm 10.1 then again we use Diffie-Hellman Key Exchange 

algorithm for once more authentication see Fig 1.8:  

10.1 BIOMETRIC CRYPTOSYSTEM ALGORITHM 

Input Query Fingerprint 

{ 

    if (Fingerprint matched with template) 

       { 

       then check the fingerprint of DBA’s / Authorized Person of Organization 

       if (Fingerprint matched)  

    { 

     // Again apply the cryptography key exchange scheme for authentication 

  Use Diffie-Hellman Key Exchange Algorithm 

  After process if K1=K2 then 

  // Permission for accessing all secret data or Keys 

              then print “You are an authorized person, please proceed” 

    Generate or Show Secret message/Cryptography key / any secret data 

    //The data generated to be used in concerned work and proceed further 

Y1 Y2 Y3 

Y8 N Y4 

Y7 Y6 Y5 1 0 1 

0 1 0 

0 1 0 

1 0 0 

0 1 0 

0 0 0 
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    }   else print “You are not an authorized person for the concerned work” 

        } 
       else print “Fake Input Query fingerprint Try Again” 

} 

Diffie- Hellman Key Exchange Algorithm 

Step 1- The user1 and officials agree on the algorithm parameters p and g,the  two prime numbers. 
Step2- The both generate their private keys, named x & y. 

Step3- User1 computes A= gx mod n and sends it A to officials. 

Step4- Officials computes B=gy mod n and sends it B to user1. 

Step5- User1 computes K1= Bx mod n and send it to officials. 
Step6- Officials computes K2= Ay mod n and sends it to user1. 

Step7- if K1=K2 then it is secure connection. 

11. THESIS WORK 
The proposed approach was implemented on the FVC2004-DB1, a public domain database with 400 images (100 fingers 4 impressions each 

finger), cropped into 640x480 sizes, 500 dpi resolution. We apply the following step by step procedure and get correct result. 

 

 

 

  

 

 

 

 

 

                                                              

 

 

                                                

                                                                                                                
                                                 If fingerprint   not match 

  

                                                                           
                            If fingerprint match       with both’s templates 

 

                                                                       

 

 

 

 

 

 

 

 

 

   

 

Fig 1.8: Biometric Cryptosystem with Fingerprint Authentication Algorithm 
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12. EXPERIMENTATION RESULTS 

Table 1.1:  Simulation results of Gaussian filter based fingerprint matching with different Threshold value. 

 

 

 

 
The simulation results are shown in Table [1.1]. We get a better result by using Gaussian Filter, it is based on two 

parameter FAR and FRR. 

13. CONCLUSION 
Cryptography and Biometrics have been as competing technologies nowadays and very much useful in Digital 

environment for security purpose. The two developed technologies activities in isolation, sometime in competition 

to each other. For different types of security problems the adding between these two aspects has create to the 

establishment of new biometric cryptosystem. Based on this merging system, the biometric cryptosystem 

categorized into many modes like use RSA algorithm, use public key cryptosystem etc and in biometric we can use 

another filter and methods. We can also use fingerprint as a key for cryptographic system and in this thesis work if 

fingerprint matched then we use another method of key exchange, if the keys are matched now then we release the  

cryptographic key  or secret message or any other data released from its secure location, like as a server etc. The 

biometric cryptosystem can be carried out in three different modes: fingerprint matching, key matching or key 

generation, binding to both and we can say it is 3-tire security. The biometric matching is very risky process and in 

this thesis work, we take two important aspects first one is False Accept Rate (FAR) and other one is False Reject 

Rate (FRR). The increases FAR are more dangerous thing then FRR because if FAR is low then any unauthorized 

person can enter in our system so we have taken a best filter to reduce the FRR and increase the FRR. In this thesis 

work the fingerprint image quality assessment by using Gaussian filter analysis. This algorithm used good analysis 

level in evaluating fingerprint image. The benefit of this algorithm is that it concluded in deciding on the enrolment 

rejecting or accepting as well as on the type of image enhancements technique that is needed. This is developed by 

MATLAB (Matrix Laboratory) and related technology. 
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